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Abstract – This paper studies a method to improve the 

accuracy of a deep learning model for detecting brain 

abnormalities based on computed tomography images. The 

process begins with image preprocessing using the 

Histogram Equation algorithm and Gabor filter. Then, 

features are extracted from the fully connected layer of the 

AlexNet model. To optimize feature extraction, we use the 

MIFS algorithm to identify the most important features. 

Finally, the SVM machine learning model is deployed to 

detect brain abnormalities. To confirm the effectiveness of 

the proposed model, we compare it with other popular deep 

learning models, including AlexNet. Experimental results 

show that our method achieves an accuracy of over 93%, 

higher than pure deep learning models.   

Keywords – CT images, AlexNet, MIFS, SVM. 

1. Introduction 

Early detection of brain abnormalities is essential. 

This not only helps identify brain diseases but also 

helps plan appropriate treatment, minimizing the risk 

of serious complications and death. A simple and 

popular method to identify brain-related diseases is 

computed tomography. Each type of disease leaves 

abnormal signs on the images, and based on these 

signs, researchers have developed methods to apply 

advanced technology to detect abnormalities early, 

thereby reducing the burden on the healthcare system. 

Recently, deep learning algorithms have been widely 

used because of their ability to detect abnormalities in 

the brain quickly and accurately. Image recognition 

algorithms based on convolutional neural networks 

are capable of learning and extracting complex image 

features effectively. Therefore, many researchers have 

applied CNNs to detect brain abnormalities from 

medical images. 

In the paper [1], the authors proposed a deep 

learning model with the ability to diagnose 

Alzheimer's syndrome and schizophrenia through 

patient time-series EEG data. From the synthesis of 

EEG time-series data, the authors converted it into a 

brain region connectivity matrix using three methods 

(Granger relation, Pearson correlation, Spearman 

correlation) and then used it as a dataset for the deep 

learning model with optimal algorithms. The model 

proposed by the authors achieved a maximum 

accuracy of 92% when diagnosing Alzheimer's 

syndrome and 52% when diagnosing schizophrenia 

with the corresponding matrix formation methods of 

Pearson and Granger. In the paper [2], the authors 

studied the feasibility of applying deep learning to 

diagnose fetal brain abnormalities using ultrasound 

images. With a hospital image dataset of 10.251 

normal brain images and 2.529 abnormal brain 

images, through data enrichment and training, 

comparing the conclusions with previous diagnoses of 

doctors and experts, the studied model achieved an 

accuracy of 96.3%. In the article [3], the authors 

proposed a deep learning model capable of supporting 
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the recognition of undetected abnormalities from MRI 

scans of newborns. Using the input image 

preprocessing method, training a 3D automatic 

decoding structure to analyze brain features, reapply 

the analyzed features, and highlight abnormalities, the 

research team built a model to analyze and recognize 

abnormalities with an AUC of 83%. The deep neural 

model “ASD-SAENet” for diagnosing bipolar 

depression disorder proposed by the authors of the 

article [4] uses the SAE algorithm to optimize the 

ability to separate features used for the classification 

process. Using the dataset of fMRI images “ABIDE”, 

the model achieved an accuracy of 70.8%. The authors 

of the article [5] proposed a deep learning model using 

EEG signal data processed by a combination of CNN 

and LSTM models to identify EEG rhythm 

frequencies similar to bipolar depression disorder, 

achieving an accuracy of 96.43%. To solve the risk of 

cerebral hemorrhage, the authors of the article [6] 

suggested a model to assist in identifying cerebral 

hemorrhage using CT scans of patients. Using the 

MobileNetV2 architecture trained on the "RSNA 

Intracranial Hemorrhage" dataset, CT scans indicating 

potential brain hemorrhage risks are flagged and 

processed through the Hounsfield Unit scale and the 

DBSCAN method to emphasize risk areas and reduce 

noise. This model achieved an AUC of 99.1%. In a 

separate study, the authors of article [7] proposed a 

brain tumor diagnosis system based on MRI images, 

utilizing a deep convolutional neural network 

optimized with an ADAS method. The process 

involves simplifying the input images by removing 

unnecessary details, which are then used to train the 

deep neural network to identify risk factors and 

classify the images. This model achieved an accuracy 

of 94%. The paper [8] applied trained deep learning 

strategies such as VGG16 and ResNet50 to classify 

brain MRI images using multi-class classifications 

with groups of Normal, Stroke, Low-grade Neuroma, 

and High-grade Neuroma. The authors used different 

classifiers such as SoftMax, SVM-RBF, and SVM-

Cubic to compare the results between them. The 

authors of the paper [9] conducted a feasibility test of 

abnormality detection in fetal brain ultrasound images 

using deep learning algorithms by training the model 

with 12780 real images from the hospital database. 

The results of the project can also accurately localize 

the abnormal detection area. The paper [10] proposed 

a ResNet-based deep learning model capable of 

classifying brain MRI images to support doctors in 

reducing the volume of images that need to be 

examined in depth. Data enrichment methods, 

learning rate optimization, and appropriate tuning 

were applied in the model-building process. In 613 

MRI images, this model achieved 100% accuracy 

according to the authors, and is ready to be tested with 

larger data volumes. In order to build a deep learning 

model to detect brain tumors and classify brain 

tumors, the authors of the article [11] proposed a 

model to identify and classify brain tumors from MRI 

images using deep learning methods. The model 

applied transfer learning techniques and combined 

VGG16 with the “23-layer CNN” block to improve 

the accuracy of brain tumor classification. The 

proposed model successfully achieved 97.8% 

accuracy. The authors of the article [12] proposed 

three deep learning methods to analyze the impact of 

local features and deep features on detecting 

abnormalities in brain MRI images. The first method 

uses a deep autoencoder using directional bit planes to 

differentiate and learn local and directional features. 

The second method uses a separable scaling 

convolutional neural network to extract deep and 

shallow features in the image. The final method is a 

combination of DBP-DAE and DSRCN. The results 

are comparable to the popular deep learning 

algorithm. A hybrid deep learning model between a 

deep neural network and a Random Forest classifier is 

proposed by the authors of the paper [13]. The hybrid 

approach helps the model compete with simple DNN 

and DNN+SVM models, achieving training AUC of 

94% and validation of 87%. 

2. Motivation  

In this paper, we present a novel method to 

improve the accuracy of detecting brain abnormalities 

from computed tomography images. The collected 

data is characterized by a large amount of random 

noise, which can degrade the image quality and affect 

the analysis process. Therefore, the first step is to 

perform image preprocessing to improve the input 

quality. We use the Histogram Equalization technique 

to balance the brightness and enhance the contrast of 

the image, helping to highlight important structures. 

Gabor filters are then applied to enhance edge 

features, helping to emphasize details and complex 

textures in the image. After preprocessing, we proceed 

to extract features using the AlexNet model. From the 

fully connected layer of AlexNet, we obtain 4096 

features, each representing a different aspect of the 

image data. These features contain rich information in 

the data. However, not all of these features are equally 

valuable in distinguishing between normal and 

abnormal brain states. Therefore, to optimize the 

classification process and reduce the computational 

load, we apply the Mutual Information Feature 

Selection (MIFS) algorithm. MIFS helps to remove 

redundant or irrelevant features, retaining only the 

most important and discriminating features. With the 

selected optimal feature set, we use the Support 

Vector Machine (SVM) machine learning model to 

classify normal and abnormal brain states. 
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Experimental results show that our method achieves 

an accuracy of 93.68%, which is significantly higher 

than the pure AlexNet model and other deep learning 

models such as VGG-16 and DenseNet-121. Figure 1 

illustrates an overview of the brain abnormality 

detection process that we propose. 

 

 
Figure 1.  Overall processing workflow in the paper 

 

3. Methodology  

3.1. Histogram Equalization 

Histogram Equalization is an image preprocessing 

method used in our paper to enhance the contrast of 

computed tomography images, in order to more 

accurately detect brain abnormalities. This technique 

redistributes the intensity values of the image so that 

the entire intensity range is used more evenly, helping 

to highlight the details in the image [14]. The 

Histogram Equalization algorithm can be described by 

formula (1). 

 

𝐻′: 𝐼′(𝑥, 𝑦) = 𝐻′(𝐼(𝑥, 𝑦)) (1) 

 

where, 𝐻′(𝑖) =  ∑ 𝐻(𝑗)𝑖
𝑗=0 , is the Histogram 

normalized to [0, 255], 𝐻(𝑖) is the Histogram of the 

original image, 𝐼(𝑥, 𝑦) is the original image, 𝐼′(𝑥, 𝑦) is 

the Histogram normalized image. This technique 

provides clearer and more informative input data, 

which helps to improve the feature extraction ability 

and the performance of the next classification steps in 

the anomaly detection process. 

3.2. Gabor Filter 

Gabor Filter is an image processing technique used 

in our study to extract spatial and frequency features 

from CT images, which improves the detection of 

brain abnormalities. Gabor filter simulates the 

responses of the human visual system by combining a 

Gaussian function with a harmonic wave function, 

allowing it to capture local features such as edges, 

corners, and textures with sensitivity to frequency and 

orientation [15], as shown in the formula (2). 

 

g(x, y, 𝜆, 𝛳, 𝜑, 𝜎, 𝛾) = e(
𝑥′2

+𝛾2𝑦′2

2𝜎2 )e(𝑖(2𝜋
𝑥

𝜆
+ 𝜑)) (2) 

where, 𝑥’ =  𝑥𝑐𝑜𝑠Ɵ +  𝑦𝑠𝑖𝑛Ɵ and 𝑦’ =  −𝑥𝑠𝑖𝑛Ɵ +
 𝑦𝑐𝑜𝑠Ɵ , 𝜆 denotes the wavelength of the sinusoidal 

coefficient, 𝜃 denotes the direction of the normal of 

the Gabor function, 𝜙 is the phase shift, 𝜎 is the 

standard deviation of the Gaussian envelope, and 𝛾 is 

the phase shift of the Gabor function. In this paper, we 

extract Gabor features in 16 directions. By applying 

Gabor Filter on CT images, we can extract features 

related to direction and frequency, especially details 
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such as the structure and border of the brain. These 

features are used as input for the next steps in the 

feature selection process. 

3.3. AlexNet Model 

AlexNet [16] is a deep learning model used in our 

study to extract features from computed tomography 

images, and is also a model used to detect brain 

abnormalities. The structure of AlexNet consists of 

five convolutional layers and three fully connected 

layers. AlexNet uses techniques such as ReLU, 

dropout, and local normalization to improve 

performance. The convolutional layers consist of 96 

11x11 filters in the first layer, followed by layers with 

256 5x5 filters, 384 3x3 filters, and 256 3x3 filters, all 

interleaved with ReLU and pooling layers. The fully 

connected layers consist of two layers of 4096 neurons 

and an output layer of 2 neurons, using a sigmoid 

function to classify normal and abnormal brains. The 

output from the first fully connected layer is a feature 

vector of 4096 values, which is used as input for 

feature selection using MIFS and then classification 

using SVM. Therefore, AlexNet not only helps detect 

brain abnormalities, but also provides useful features 

for subsequent processing steps, contributing to 

improving the accuracy of the classification system. 

3.4. MIFS algorithm 

Mutual Information Feature Selection (MIFS) [17] 

is a feature selection technique used in our model to 

optimize the input feature set, extracted from the 

AlexNet model. MIFS works on the concept of mutual 

information, which measures the degree of 

dependence between variables. The goal of MIFS is to 

select the features with the highest discriminative 

power, while minimizing the information redundancy 

between the features, which is described by formula 

(3). 

 

𝐽(𝑆, 𝑓) = 𝐼(𝑓; 𝑐) −  𝛽 ∑ 𝐼(𝑓; 𝑠)

𝑠 ∈ 𝑆

 (3) 

 

where, 𝐽(𝑆, 𝑓) is the value of feature 𝑓 when 

considering the set of selected features 𝑆. 𝐼(𝑓; 𝑐) is the 

mutual information between feature 𝑓 and the target 

variable. By optimizing this objective function, MIFS 

helps to select a set of features with the highest 

representativeness and least redundancy, which helps 

to improve the accuracy and efficiency of the data 

before using the SVM model to classify brain 

abnormalities from CT images. 

3.5. SVM machine learning model 

Support Vector Machine (SVM) [18] is a machine 

learning algorithm used in our model to classify brain 

abnormalities from preprocessed and feature-

extracted CT image data. SVM works by searching for 

a hyperplane in the feature space, with the goal of 

maximizing the margin between data classes, in this 

case between normal and abnormal brain states. 

Specifically, SVM determines the hyperplane through 

formula (4). 

 

𝑤. 𝑥 + 𝑏 = 0 (4) 

 

where, 𝑤 is the weight vector, 𝑥 is the feature vector 

of the data sample, b is the bias correction coefficient. 

The objective function of the SVM to be optimized is 
1

2
||𝑤||2 with the constraint 𝑦𝑖(𝑤. 𝑥𝑖 + 𝑏) ≥ 1 − 𝛿𝑖, 

where 𝑦𝑖  is the class label, 𝑥𝑖 is the data point and 𝛿𝑖  is 

the slack variable allowing some points to violate the 

boundary. The combination of SVM with the features 

selected through the MIFS algorithm ensures that our 

model achieves high accuracy in detecting brain 

abnormalities. 

4. Results 

Data in the paper 

In this paper, we use the Afridi Rahman dataset, 

which consists of 1900 CT images, including 950 

normal brain images, and 950 abnormal brain images 

of stroke [19]. These images are taken in cross-

section, each image representing a different depth of 

the brain. Figure 2 illustrates some of the data in the 

paper, with the first row depicting images of normal 

brains, and the second row depicting abnormal brain 

images of stroke on the same CT scan slice. 

 

 
Figure 2.  Some data collected in the paper 

 

The images are preprocessed using white balance, 

Gabor filter and data enrichment techniques as 

presented in Section 2. After preprocessing, we split 

the data into two parts, 80% for training and 20% for 

testing, then put them into the AlexNet model and 

MIFS algorithm for feature extraction, then classified 

with the SVM machine learning model. 

5. Discussion 

Experimental results 

Our proposed method was implemented and 

trained on a computer with a Core i7-10700 2.9GHz 
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configuration, 64GB RAM, Windows 10 operating 

system, and Python 3.6 development environment. 

The training parameters for the models include 

Learning Rate = 1e-3, batch size = 64, and number of 

epochs = 100. We conducted experiments with four 

deep learning models including the proposed model, 

VGG-16, AlexNet, and DenseNet. The accuracy of 

each model during training is shown in Figure 3. The 

results show that our method has outstanding 

performance. Specifically, in Figure 3a, the accuracy 

of the proposed model reaches a stable level from the 

20th epoch, with the difference between the training 

and testing values being insignificant, and the Test 

values fluctuating little, demonstrating the good 

convergence ability of the model. The VGG-16, 

AlexNet, and DenseNet models, shown in Figures 3b, 

3c, and 3d, respectively, show that the achieved 

accuracy is 92.1%, 90%, and 72.63%, respectively. 

The proposed model not only achieves the highest 

accuracy but also maintains stability and efficiency 

during training. 

 

 

(a) 

 

(b) 

 

(c) 

 

(d) 

Figure 3.  Training accuracy of four models 

 

To provide a more intuitive view of the prediction 

accuracy on the test dataset in the proposed model, we 

used the Confusion matrix. In this matrix, the vertical 

axis represents the actual label, which includes two 

classes: Normal Brain and Abnormal Brain, the 

horizontal axis represents the model's predicted label, 

which also corresponds to these two classes. The 

Confusion matrix for the proposed model is presented 

in Figure 4a, showing the distribution of correct and 

incorrect predictions. Similarly, the Confusion 

matrices for the VGG-16, AlexNet, and DenseNet 

models are presented in Figures 4b, 4c, and 4d, 

respectively. 

To further demonstrate the effectiveness of the 

proposed method, we conducted statistical and 

comparison analyses of six important metrics during 

the training of the models, including Accuracy, 

Precision, Sensitivity, Specificity, G-mean, and F1-

Score. These metrics provide a comprehensive view 

of the model's classification ability and are the basis 

for evaluating the superiority of the proposed method 

over other deep learning models. Specifically, 

Accuracy reflects the proportion of correctly predicted 

cases for both normal and abnormal brain classes on 

the total data of the test set, calculated by formula (5). 
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(a) 

 

(b) 

 

(c) 

 

(d) 

Figure 4.  Confusion Matrix of Four Models 

 

Precision measures the accuracy in predicting 

abnormal brain cases, calculated as the ratio of the 

number of correct predictions as abnormal to the total 

number of abnormal predictions, according to formula 

(6). Sensitivity (also known as Recall) evaluates the 

model's ability to detect brain abnormalities, 

calculated as the ratio of the number of correct 

predictions as abnormal to the total number of actual 

abnormal cases, according to formula (7). Specificity 

measures the ability to correctly identify normal brain 

cases, calculated as the ratio of the number of correct 

predictions as normal to the total number of actual 

normal cases, according to the formula (8). The G-

mean value is a comprehensive performance measure 

that balances Sensitivity and Specificity, representing 

the model's ability to not only correctly detect brain 

abnormalities but also correctly classify normal brain 

cases. G-mean is calculated according to formula (9) 

as the geometric mean of Sensitivity and Specificity. 

Finally, F1-Score is the harmonic average of Precision 

and Sensitivity, which provides an overall measure of 

the model's accuracy considering both accuracy and 

sensitivity, which helps evaluate the model in 

handling difficult-to-classify cases, calculated by 

formula (10). The results of comparing these metrics 

between the proposed method and other deep learning 

models, including VGG-16, AlexNet, and DenseNet, 

are presented in Table 1. From this analysis, we find 

that the proposed method achieves the highest 

accuracy, while maintaining a good balance between 

Sensitivity and Specificity, as evidenced by the G-

mean and F1-Score values. This demonstrates that our 

method outperforms other deep learning models in 

detecting and classifying brain abnormalities, while 

minimizing classification errors. 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 (5) 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 (6) 

𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 =  
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 (7) 
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𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 =  
𝑇𝑁

𝑇𝑁 + 𝐹𝑃
 (8) 

𝐺 − 𝑚𝑒𝑎𝑛 =  √𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 ∗  𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 (9) 

𝐹 − 𝑆𝑐𝑜𝑟𝑒 =  2 ∗
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 (10) 

 

Table 1.  Statistical table of post-training values of 

four deep learning models 

Model 
Proposed 

model 
VGG16 AlexNet DenseNet 

Accuracy 93.68% 92.10% 90.0% 72.63% 

Precision 95.60% 93.01% 90.42% 72.39% 

Sensitivity 91.57% 91.05% 89.47% 73.15% 

Specificity 95.78% 93.15% 90.52% 72.10% 

G-mean 93.66% 92.09% 89.99% 72.62% 

F1-Score 93.54% 92.02% 89.94% 72.77% 

6. Conclusion 

In this paper, we present a novel architecture for 

brain anomaly detection based on computed 

tomography (CT) images. To improve the image 

quality and highlight the brain features, we apply 

preprocessing methods including Histogram 

Equalization and Gabor Filter. The AlexNet deep 

learning model is not only used to detect the anomaly 

with an accuracy of 90% but also plays an important 

role in extracting 4096 features from the dataset. 

These features are then filtered and optimized by the 

MIFS algorithm, to select the most prominent 

features. The final classification is performed using 

the SVM machine learning model. Experimental 

results show that the proposed model achieves an 

accuracy of 93.68%, which outperforms pure deep 

learning models. However, the current study is still 

unable to classify different types of brain 

abnormalities, and the images used are CT scans 

instead of MRI. While CT imaging speeds up the 

diagnostic process, MRI provides greater reliability. 

Therefore, in future studies, we plan to collect data 

from MRI and develop and refine the deep learning 

model to improve the accuracy and detection of other 

types of brain abnormalities. The goal is to improve 

diagnostic efficiency, and support earlier and more 

accurate detection of brain abnormalities, thereby 

contributing to the advancement of medicine. 
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Abstract – One particularly intriguing object in 

superconductivity is the Josephson junction, which is an 

integral part of quantum computer hardware. Analysing this 

object requires solving differential equations. Such 

problems often cannot be solved with analytical methods; 

therefore, numerical methods and computational 

mathematics must be utilized. This article explores a 

fundamental model of the Josephson junction. The model 

presents the spatial coordinates of the magnetic moment as 

unknown functions dependent on time in a system of three 

ordinary differential equations with initial conditions. 

Comparative analysis of various methods is conducted for 

different sets of parameters. Optimal numerical methods for 

these particular instances of the problem are found. Visual 

results are also presented.  

Keywords – numerical analysis, Josephson junction, 

magnetic moment. 

1. Introduction 

Modern science and technology are based on the 

modelling and analysis of complex systems 

representing physical, chemical, economic, and 

biological processes. These systems, which are 

defined by motion in space over time are often 

described by differential equations. In this context the 

Cauchy problem for systems of ordinary differential 

equations (ODEs) is one of the fundamental problems 

providing a framework for studying the dynamic 

behaviour of different systems [1]. Moreover, to 

present reliable results, they must meet conditions 

related to their accuracy. Implicit numerical methods 

known for their ability to handle stiff problems due to 

their stability and increased accuracy play an 

important role in numerical analysis. 

Most commonly, a Josephson junction (Fig. 1) is 

composed of two superconductors separated by a thin 

layer of dielectric or ferromagnetic material [2]. It 

allows the passage of a superconducting current 

without voltage and energy loss. 
 

 
Figure 1.   Ferromagnetic Josephson junction (S/F/S) 

When a current flows through a Josephson 

junction, it generates a magnetic field in the 

immediate vicinity of the junction [3]. The magnetic 

moment in the Josephson junction arises from the 

formation of currents known as Josephson currents 

which can create a magnetic field around the junction 

[4]. The magnetic moment is a physical quantity that 

describes the magnetic properties of particles, bodies, 

or systems. It is related to the distribution of magnetic 

charge or the movement of charged particles.  

φ₀ and an S/F/S (superconductor/ferromagnet/ 

superconductor) Josephson junctions differ primarily 

in the mechanisms driving their behaviour [5, 6]. 

A φ₀-junction arises from broken inversion or time-

reversal symmetry, typically due to spin-orbit 

coupling and an applied magnetic field, leading to a 

phase offset. In contrast, an S/F/S junction relies on 

the magnetic exchange field in the ferromagnetic 

layer, which induces oscillatory superconducting 

correlations and can stabilise ground states with phase 

differences of 0 or π. However, an S/F/S junction can 

exhibit φ₀-like behaviour when additional symmetry-

breaking effects, such as noncollinear magnetization 

or spin-orbit coupling, are introduced. These effects 
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effectively merge the characteristics of both systems. 

This is the reason why in some cases the terms can be 

interchangeable. 

 In summary, the magnetic moment is an important 

concept in physics that describes how particles and 

systems interact with magnetic fields and how they 

create magnetic phenomena. The precession of the 

magnetic moment also plays an important role in the 

field of spintronics. 

The magnetic moment in this S/F/S model of the 

Josephson junction can be described by a system of 

ordinary differential equations that requires initial 

conditions to be solved [7]. Through this Cauchy 

problem, the solutions that reflect the behaviour of the 

physical system are determined, taking into account 

external influences and parameters.  

The primary mathematical model considers the 

phase difference of the Josephson junction as a linear 

function of time. 

2. Problem Formulation 

Let us assess the fundamental mathematical model 

of a Josephson junction, described by a system of three 

ODEs [7, 8].
 

𝑑𝑚𝑥

𝑑𝑡
=

𝜔𝐹

1 + (𝑀𝛼)2
(−𝑚𝑧𝑚𝑦 + 𝐺𝑟𝑚𝑧𝑠𝑖𝑛(𝜔𝑡 − 𝑟𝑚𝑦) − 𝛼[𝑚𝑥𝑚𝑧

2 + 𝐺𝑟𝑚𝑥𝑚𝑦𝑠𝑖𝑛(𝜔𝑡 − 𝑟𝑚𝑦)]) 

 

𝑑𝑚𝑦

𝑑𝑡
=

𝜔𝐹

1 + (𝑀𝛼)2
(𝑚𝑥𝑚𝑧 − 𝛼[𝑚𝑦𝑚𝑧 − 𝐺𝑟(𝑚𝑧

2 + 𝑚𝑥
2)𝑠𝑖𝑛(𝜔𝑡 − 𝑟𝑚𝑦)]) 

 

𝑑𝑚𝑧

𝑑𝑡
=

𝜔𝐹

1 + (𝑀𝛼)2
(−𝐺𝑟𝑚𝑥𝑠𝑖𝑛(𝜔𝑡 − 𝑟𝑚𝑦) − 𝛼[𝐺𝑟𝑚𝑦𝑚𝑧𝑠𝑖𝑛(𝜔𝑡 − 𝑟𝑚𝑦) − 𝑚𝑧(𝑚𝑦

2 + 𝑚𝑥
2)]) 

 

where the initial conditions are 

𝑚𝑥(0) = 0, 𝑚𝑦(0) = 0, 𝑚𝑧(0) = 1. 

The unknown functions here (𝑚𝑥, 𝑚𝑦 and 𝑚𝑧) are 

the spatial coordinates of the magnetic moment, 

represented as functions of time. As can be seen, the 

problem is multi-parameter with the following 

parameters: 

● 𝜔𝐹: resonance frequency of the ferromagnet; 

● 𝛼: damping parameter; 

● 𝐺: parameter of phase difference coupling; 

● 𝑟: spin-orbit coupling parameter; 

● 𝜔: ratio of the phase difference to time; 

● 𝑀: norm of the magnetic moment. 

3. Numerical Approach 

For the numerical solving of the system in this 

investigation, numerous program modules have been 

developed using the computational software Wolfram 

Mathematica [9, 10]. They implement a wide variety 

of numerical methods such as the Euler method, 

Runge-Kutta in their explicit and implicit forms of 

different orders, as well as the Adams methods in their 

explicit and implicit forms [11, 12].  

Gauss-Legendre methods, which have been used in 

this paper, are a specific subset of implicit Runge-

Kutta methods derived from the collocation of 

differential equations at Gauss-Legendre quadrature 

points. This choice makes Gauss-Legendre methods 

capable of achieving high-order accuracy. The Adams 

methods included in this paper are chosen so that the 

number of the previous steps used for computation is 

identical. This is in order to use the implicit method in 

combination with the explicit in the predictor-

corrector manner [13]. 

Table 1. Summary of the used methods  

Method Name Notation 
Global Error 

of the Method 
Characteristics 

Euler Euler 𝒪(h) Single step 

Runge-Kutta 2nd Order RK2 𝒪(h²) Explicit, two intermediate steps 

Runge-Kutta 4th Order RK4 𝒪(h⁴) Explicit, four intermediate steps 

Gauss-Legendre 4th Order GL4 𝒪(h⁴) Implicit, increased stability, two steps 

Gauss-Legendre 6th Order GL6 𝒪(h⁶) Implicit, increased stability, three steps 

Explicit Adams 4th Order EA4 𝒪(h⁴) Uses 4 previous derivatives 

Implicit Adams 4th Order IA4 𝒪(h⁴) Uses interpolation for refinement 
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A summary of the used methods can be seen in   

Table 1. Implicit numerical methods, renowned for 

their stability and improved accuracy when dealing 

with stiff problems, are a focal point in this numerical 

analysis. The presented work represents an extension 

of the methods and visualization approaches proposed 

in [14].  

4. Numerical Results 

Let us consider the efficiency of various numerical 

methods with the following parameters: 𝐺 = 20, 𝑟 =

0.1, 𝛼 = 0.1, 𝜔 = 1, 𝜔𝐹 = 1, 𝑡 = 50. Table 2 shows the 

expected global theoretical errors 𝑇𝑒𝑟𝑟, the actual error 

value obtained from the calculations (𝐴𝑒𝑟𝑟), and the 

computation time 𝐶𝑇(𝑠) for different step sizes ℎ. 

The study shows that the best methods are those 

that apply additional cycles to refine results on a local 

level (GL4 and GL6). These methods achieve 

accuracy on the order of 14 decimal places, even with 

larger step sizes (the step size of the uniform grid used 

is denoted by ℎ), unlike explicit methods, which work 

well with smaller step sizes but increase the 

computation time (𝐶𝑇(𝑠)) in seconds.

Table 2. Comparison of the numerical methods with different steps  

for the parameters 𝐺 = 20, 𝑟 = 0.1, 𝛼 = 0.1, 𝜔 = 1, 𝜔𝐹 = 1, 𝑡 = 50 

Method 

𝒉=0.1 𝒉=0.01 𝒉=0.001 

𝑻𝒆𝒓𝒓 𝑨𝒆𝒓𝒓 𝑪𝑻(𝒔) 𝑻𝒆𝒓𝒓 𝑨𝒆𝒓𝒓 𝑪𝑻(𝒔) 𝑻𝒆𝒓𝒓 𝑨𝒆𝒓𝒓 𝑪𝑻(𝒔) 

Euler 10⁻¹ 2.9 0.4 10⁻² 3.5×10⁻¹ 0.64 10⁻³ 8.7×10⁻² 14 

RK2 10⁻² 2.9×10⁻² 0.1 10⁻⁴ 2.8×10⁻⁵ 1.2 10⁻⁶ 2.8×10⁻⁸ 19 

RK4 10⁻⁴ 6×10⁻⁵ 0.2 10⁻⁸ 1.4×10⁻⁹ 2 10⁻¹² 6.4×10⁻¹⁴ 34 

GL4 10⁻⁴ 1.8×10⁻10 1 10⁻⁸ 1.7×10⁻¹⁵ 11 10⁻¹² 6.3×10⁻¹⁶ 60 

GL6 10⁻⁶ 1.28×10⁻¹⁴ 2 10⁻¹² 3.3×10⁻¹⁶ 16 10⁻¹⁸ 4.4×10⁻¹⁵ 119 

EA4 10⁻⁴ 9×10⁻³ 0.1 10⁻⁸ 2×10⁻7 2 10⁻¹² 1.3×10⁻¹¹ 115 

IA4 10⁻⁴ 4×10⁻⁴ 0.3 10⁻⁸ 1.2×10⁻⁸ 4 10⁻¹² 9.2×10⁻¹³ 167 

The comparison of the values of the magnetic 

moment coordinates found for the set of parameters 

used in the table can be seen in Fig. 2 through Fig. 7, 

where the horizontal lines represent the magnetic 

norm. Also, it can be observed that after an initial 

imbalance, the system settles into its new state. 

 

 
Figure 2. Values of the spatial 𝑚𝑥-coordinate  

using the Euler method, where ℎ=0.01 

 
Figure 3. Values of the spatial 𝑚𝑦-coordinate  

using the Euler method, where ℎ=0.01 

Figure 4. Values of the spatial 𝑚𝑧-coordinate    

using the Euler method, where ℎ=0.01 
Figure 5. Values of the spatial 𝑚𝑥-coordinate    

using the Runge-Kutta method, where ℎ=0.01 
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Figure 6. Values of the spatial 𝑚𝑦-coordinate    

using the Runge-Kutta method, where ℎ=0.01 

 
Figure 7. Values of the spatial 𝑚𝑧-coordinate  

using the Runge-Kutta method, where ℎ=0.01 

Figure 8.  Precession of the magnetic moment  

in the 𝑚𝑥(𝑚𝑦) plane 
Figure 9.  Precession of the magnetic moment  

in the 𝑚𝑦(𝑚𝑧) plane 

Figure 10.  Precession of the magnetic moment  

in the 𝑚𝑧(𝑚𝑥) plane 
Figure 11.  Precession of the magnetic moment in space 

The precession of the magnetic moment for the 

parameters 𝐺 = 20, 𝑟 = 0.1, 𝛼 = 0.1, 𝜔 = 1, 𝜔𝐹 =
1, 𝑡 = 50 where ℎ=0.01 using the Runge-Kutta 

method is showcased in Fig. 8 through Fig. 11. Let 

us examine the numerical results with a different set 

of parameters. A solution with the following set of 

parameters 𝐺 = 90, 𝑟 = 0.1,  𝛼 = 0.1, 𝜔 = 0.8,  𝜔𝐹 =

0.8, 𝑡 = 50 is presented. After performing the 

calculations using all methods, we obtain the 

following results, shown in Table 3.  

In this case, it is clear that the chosen set of 

parameters creates a stiff problem [8,14]. This 

presents a challenge for numerical methods due to 

the rapid accumulation of local errors. Trivial 

methods like the Euler method and EA4 result in the 

so-called overflow – an inability to continue 

calculations due to the computer's limitations and 

computations with excessively large numbers. It 

can also be seen that even the implicit methods do 

not meet the expected order of accuracy. However, 

such cases allow us to assess which methods are 

more stable when dealing with stiffness. Once 

again, GL4 and GL6 show the best results in 

computational accuracy in relation to 

computational time compared to the other methods 

used. Also greater accuracy is obtained with a larger 

step size and relatively less processing capacity. 

These cases also provide a basis for exploring other, 

more efficient numerical methods.  

In Fig. 12 through Fig. 14 we see that the 

behaviour of the system seems periodic and shows 

no signs of settling in the designated period of time. 

The parameters used are as in Table 3. Also, the 

rapid changes of the values of the magnetic moment 

coordinates explain the inability of the trivial 

methods to cope with the accumulation of local 

errors. Figure 15. through Fig. 18 show the 

magnetic moment in the planes and in space. 

The precession of the magnetic moment for the 

parameters 𝐺 = 20, 𝑟 = 0.1, 𝛼 = 0.1, 𝜔 = 1, 𝜔𝐹 =
1, 𝑡 = 50 where ℎ=0.01 are showcased in Fig. 8 

through Fig. 10. 
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Table 3. Comparison of the numerical methods with different steps  

for the parameters 𝐺 = 90, 𝑟 = 0.1, 𝛼 = 0.1, 𝜔 = 0.8, 𝜔𝐹 = 0.8, 𝑡 = 50 

Method 

𝒉=0.1 𝒉=0.01 𝒉=0.001 

𝑻𝒆𝒓𝒓 𝑨𝒆𝒓𝒓 𝑪𝑻(𝒔) 𝑻𝒆𝒓𝒓 𝑨𝒆𝒓𝒓 𝑪𝑻(𝒔) 𝑻𝒆𝒓𝒓 𝑨𝒆𝒓𝒓 𝑪𝑻(𝒔) 

Euler 10⁻¹ – – 10⁻² 6 0.75 10⁻³ 1.4 15 

RK2 10⁻² 7 0.1 10⁻⁴ 1.7×10⁻² 1.7 10⁻⁶ 1.9×10⁻⁵ 21 

RK4 10⁻⁴ 0.29 0.2 10⁻⁸ 2.4×10⁻⁵ 2.3 10⁻¹² 1.9×10⁻10 34 

GL4 10⁻⁴ 3.5×10⁻⁸ 1.9 10⁻⁸ 2.6×10⁻¹² 10 10⁻¹² 3×10⁻¹¹ 88 

GL6 10⁻⁶ 6.7×10⁻¹² 3 10⁻¹² 1.1×10⁻¹⁵ 20 10⁻¹⁸ 8.8×10⁻¹⁴ 137 

EA4 10⁻⁴ – – 10⁻⁸ 2.7×10⁻⁴ 2 10⁻¹² 2.2×10⁻⁸ 120 

IA4 10⁻⁴ 2.5×10⁻² 0.7 10⁻⁸ 3.3×10⁻⁵ 7 10⁻¹² 3.3×10⁻10 112 

 

 

 
Figure 12. Values of the spatial 𝑚𝑥-coordinate  

using the Runge-Kutta method, where ℎ=0.01 

 
Figure 13. Values of the spatial 𝑚𝑦-coordinate  

using the Runge-Kutta method, where ℎ=0.01 

 
Figure 14. Values of the spatial 𝑚𝑧-coordinate  

using the Runge-Kutta method, where ℎ=0.01 

 
Figure 15.  Precession of the magnetic moment  

in the 𝑚𝑥(𝑚𝑦) plane 

 
Figure 16.  Precession of the magnetic moment  

in the 𝑚𝑦(𝑚𝑧) plane 

 
Figure 17.  Precession of the magnetic moment  

in the 𝑚𝑧(𝑚𝑥) plane 
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Figure 18. Precession of the magnetic moment in space 

 
Figure 19. Physical Review Letters 123, 169901(E) (2019) 

 

Figure 20. Our results for the identical set of 

parameters 

Verification 

This paper has conducted a comparison with other 

studies and has demonstrated consistent results, 

further validating the findings. As illustrated in the 

verification figure provided (Fig. 19 and Fig. 20), the 

numerical behaviour for the parameters 𝐺 = 1, 𝑟 =
1, 𝛼 = 0.1, 𝜔 = 1, 𝜔𝐹 = 1 observed aligns with those 

reported in previous research [16].  

5. Conclusion 

The findings presented in this paper contribute to 

advancing the understanding of parameter influence 

on the dynamics of Josephson junction systems. We 

explored two different sets of parameters to 

demonstrate the stiffness of the problem under varied 

conditions. The results underscore the limitations of 

simpler explicit methods. Conversely, advanced 

implicit methods achieve high levels of accuracy. By 

systematically analysing the behaviour of different 

methods under varying conditions, this research offers 

valuable insights into the computational challenges 

associated with modelling complex physical 

phenomena in Josephson junctions. 

Furthermore, this work highlights the importance 

of numerical strategies in the spintronics field, which 

plays a critical role in advancing quantum computing. 

A deeper exploration of these mechanisms is essential 

for improving the precision and efficiency of models 

that underlie quantum technologies.  Future work may 

involve refining these methods and exploring more 

complex junction models with additional physical 

phenomena. 

Future research could involve the implementation 

of various implicit methods that incorporate adaptive 

step sizes and stopping criteria to mitigate numerical 

overflow issues. By optimising the step size 

dynamically, improvements in computational 

efficiency and result precision are anticipated.  Future 

investigations may involve magnetic moments with x-

coordinate (long JJ) – in such a case we would have to 

solve a system of partial differential equations [17]. A 

more general model consider a second harmonic in the 

current-phase relation - the model includes a double 

sine-Gordon equation [18]. 
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Abstract – Many organizations use analysis and 

forecasting systems that rely on human labor for data 

collection and subsequent processing. The use of artificial 

intelligence algorithms improves the efficiency of these 

systems by reducing the risk of suboptimal decisions and 

erroneous judgments. For such systems to be useful, their 

costs must not exceed the generated revenue. 

This article presents experiments on news classification 

using intelligent methods as part of a larger system for 

automated forecasting of critical event. A model and 

experimental framework for a software system utilizing 

artificial intelligence methods are proposed. A prototype 

has been developed to experiment with the Multinomial 

Naive Bayes and Support Vector Machines algorithms, 

combined with the vectorizers CountVectorizer, 

HashingVectorizer, and TfidfVectorizer. The tests were 

conducted using a parallel computer consisting of four 

Raspberry Pi 4 nodes. The best results were achieved with 

the Multinomial Naive Bayes method and the 

CountVectorizer. 

Keywords – Critical Events, Forecasting, Classification, 

Categorization, Parallel Processing. 

1. Introduction 

Innovations in manufacturing, healthcare, energy, 

transportation, commercial services, and governance 

in recent years have led to a continuous increase in 

global data generation. According to Statista, the 

volume of data created, captured, copied, and 

consumed worldwide is projected to reach 394 

zettabytes by 2028, which is approximately four times 

more than in 2022 [1]. The accumulation of large 

volumes of historical data on past processes and 

events enables more detailed study and analysis. 

Predicting critical events in a given field is becoming 

increasingly accessible thanks to the capabilities of 

advanced data analysis methods, including those 

powered by artificial intelligence. 

A critical event represents a significant turning 

point that often occurs unexpectedly and has the 

potential to lead to serious negative consequences. 

Such events can disrupt or even completely unsettle 

the normal course of routine human or business 

activities. Numerous authors have studied critical 

events across various domains. 

Sornette investigates the collapse of financial 

markets by examining the causes behind the formation 

of financial "bubbles" throughout history [2]. The 

author draws on studies of other historical precedents, 

such as the "tulip mania" in the Netherlands, the Great 

Crash of October 1929, Black Monday in 1987, and 

others. Longin applies extreme value theory in finance 

and its methods to explain critical events in capital 

markets [3]. Critical analyses related to modeling 

Extremal Events in Financial Phenomena have been 

conducted by Focardi and Fabozzi in [4]. 

The issue of incidents in healthcare remains a 

pressing topic. The Australian Commission on Safety 

and Quality in Health Care published the Incident 

Management Guide, where it defines an incident as an 

“event or circumstance that resulted, or could have 

resulted, in unintended or unnecessary harm to a 

patient or consumer; or a complaint, loss or damage” 
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[5]. Woloshynowych et al. conducted a literature 

review on the methods used for investigating incidents 

in healthcare. They developed guidelines for 

analyzing critical incidents in the hospital sector, 

mental health, and primary care [6]. Working in the 

same field, Walshe defines a critical event as an 

instance where a patient received poor-quality care 

[7]. Seys et al. expanded research on adverse events in 

healthcare, focusing on their impact on healthcare 

workers, who are often considered second victims [8]. 

Baldisseri et al. examined critical events from the 

perspective of intensive care units, defining such 

events as cases involving natural disasters, biological 

(pandemic) and chemical disasters, radiation, 

anthropogenic (terrorist and criminal acts) disasters, 

and others [9]. 

Kadri and colleagues examine critical events 

caused by natural disasters or technological reasons. 

They study their impact on critical infrastructure 

(industrial and residential complexes, transportation 

infrastructure, etc.), while also considering subsequent 

cascading effects [10]. In a similar way, Mittelstädt et 

al. focus on the cascading effects between multiple 

infrastructures, such as the power grid, 

communication networks, and road networks. They 

develop a comprehensive visual analytics system that 

integrates separate visualizations of different network 

infrastructures with social media analysis and on-site 

mobile analytics [11]. Nivolianitou and Synodinou 

identify factors that contribute to effective emergency 

management, including natural disasters and critical 

incidents. They highlight the importance of 

prevention, coordination, adherence to procedures, 

and clarity of roles [12]. Mijalkovic and Cvetković 

explore and analyze the vulnerability of critical 

infrastructure during major natural disasters. They 

present various approaches and measures to minimize 

damages and ensure resilience during natural disasters 

[13]. 

Critical events are also a subject of interest in other 

domains. For instance, Berzin and De Marco study 

critical events in human development during the 

transition to adulthood and their relationship with 

poverty [14]. Road traffic conflicts as critical events 

are explored in the work of Bagdadi [15]. He proposes 

a method for assessing the safety-critical events based 

on risk evaluation of crashes and the assessment of 

potential consequences. Various techniques are 

usually employed for analyzing critical events, 

including regression, logistic regression, cluster 

analysis, neural networks, decision trees, and others 

[16]. 

Critical events have various forms and can be 

triggered by different causes, including natural, 

technological, human, social, and others. Natural 

factors include earthquakes, floods, hurricanes, 

volcanoes, and wildfires. Technological factors can 

involve industrial accidents, transportation incidents, 

cyberattacks, and more. The human factor 

encompasses criminal and terrorist activities, human 

errors, and conflicts. Social factors can include 

epidemics, population migration, overpopulation, and 

others. 

The management of critical events generally 

involves four stages: 

• Prevention – identifying potential risks and 

critical events and taking measures to reduce 

the likelihood of their occurrence. 

• Preparation – developing strategies and action 

plans, training employees, and ensuring the 

availability of necessary resources to be used 

in the event of a critical incident. 

• Response – providing a rapid and effective 

reaction to the event to minimize damage. 

• Recovery – restoring normal conditions after 

the crisis has ended, analyzing the causes and 

consequences, and improving current 

strategies and action plans. 

Early identification of critical events and a rapid 

and effective response are essential for successful 

crisis management. One possible approach to 

achieving this is through the analysis of real-time data 

collected from the internet. 

As part of the present study, a module for news 

classification has been developed and analyzed. Its 

purpose is to classify news content by topics and is 

part of a larger software system for early identification 

of critical events. Independent news from the United 

States Geological Survey (USGS) [17] is used as input 

data. Through a classifier, incoming news is 

distributed into thematic categories. Then, the 

information must be analyzed for specific terms, based 

on which the importance and type of the critical event 

are determined. Machine learning methods are used 

for classification, which increases processing speed 

and minimizes human intervention in the system. 

The present study is inspired by the publication of 

Zowalla et al. [18]. Their team developed a crawler for 

the acquisition of the German Health Web, which 

includes all health-related web content from Germany, 

Austria, and Switzerland. Using this crawler, they 

collected and analyzed health-related articles from 

public internet sources. To classify the publications, 

they employed the Support Vector Machine (SVM) 

algorithm, which is highly suitable for text 

categorization [19]. Zowalla and colleagues found that 

over 80% of the target data could be successfully 

retrieved from the internet [18], which provides a 

strong basis for its use as a primary data source. The 

choice of the news section of the USGS is driven by 

its specific structure, independent of the news flow in 

established news agencies. Typically, USGS news is 
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used as a primary source in the media space and is 

republished or cited. 

The aim of the current experiment is: 

• To create an automatic classifier for articles 

from multiple media streams; 

• To investigate the classification effectiveness, 

measured using a statistical method; 

• To study the flexibility of the model by 

modifying their parameters. 

2. Models and Methods  

2.1. Model of a Critical Events System 

Every organization that works with information 

requires an analytical system for its processing. 

Systems based on the human factor are inert, and even 

if they are effective and successful initially, at some 

point, they lead to suboptimal decisions [20] and bias 

[21]. The main objective of the proposed automated 

system with artificial intelligence is to optimize 

activities and eliminate errors and inaccuracies caused 

by human intervention. The system consists of the 

following modules (Fig. 1): 

1. Data collection from the internet: The data 

collection module aims to periodically extract internet 

content from specified web services according to a 

predefined schedule. Each extracted result must be 

saved in a text file. 

2. Processing of collected data: This module is 

responsible for parsing the data, where the text is split 

into words, and they are stored in appropriate 

structures for further processing. 

3. Data storage: The data is stored on scalable file 

systems in relational or non-relational databases for 

subsequent extraction and analysis. 

4. Data analysis: Data analysis can be performed 

using various artificial intelligence methods, and for 

real-time analysis and classification of information, 

there are suitable libraries for natural language 

processing. The goal is to classify the output words 

according to their belonging to specific linguistic sets, 

resulting in classified individual words or phrases 

ranked by importance. Another responsibility of this 

module is the identification of potential critical events, 

which is based on expressions with a high significance 

coefficient or recurrence in the input data. 

5. Decision making: This module aims to generate 

signals for potential critical events, which are to be 

sent to systems specialized in processing signals of the 

respective type. 

6. Visualization: The results for critical events 

recorded in the graph database must be visualized for 

users in an appropriate manner. 

After conducting research, the technologies 

presented in Table 1 were selected as suitable for the 

initial experiments. 

 
Figure 1. Model of a system for identifying, analyzing, 

and processing critical events. 

Table 1.  Modules and suitable technologies for their 

implementation. 

Module Technologies 

Data collection Crawler – Apache Nutch 

Data processing Parser – Apache Tika 

Data storage File storage – Apache Hadoop 

Data analysis Spark, NLP, NLTK 

Decision-making System Functions 

Visualization 
Standard Visualization Tools for 

Neo4j on Hadoop 

2.2. Data Collection and Preparation 

In the initial experiments, the news from the USGS 

website (page https://www.usgs.gov/news/news-

releases/all-news-releases) was collected manually. 

The subsequent categorization and filtering of the 

content were performed automatically. Separating 

meaningful content from repetitive phrases used for 

advertisements and links to other websites is crucial 
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for the categorization of the news. The steps in the text 

processing workflow are as follows: 

1. Open the news page and select the desired 

category of news from the Topic section. 

2.  In the Year section, select a specific year and 

sort the articles in descending order. 

3. Download all news articles from the selected 

year and save them in text format. 

4. Edit the saved files by removing all unnecessary 

links or text located before the Breadcrumb tag, as 

well as after the tags ### or Get Our News, depending 

on the content. 

5. Store the cleaned files without extensions, 

assigning them sequential numerical names in the 

current dataset. 

6. Once the addition of news articles to the dataset 

is complete, compress the dataset in ZIP format. 

7. The resulting compressed dataset is used as input 

for the classifier executed in the research environment 

Jupyter [22]. 

The technique used for text content analysis and 

classification is Bag of Words (BoW). This technique 

represents a document as a BoW vector, where each 

element corresponds to the normalized count of 

occurrences of a given word in the document [23, 24]. 

The counting process requires exact matching, which 

is treated as a strict match between the words in the 

text and the predefined words or expressions. The 

main disadvantage of this approach is the inability to 

perform higher-order semantic analysis; 

consequently, in the current implementation, the 

system cannot recognize nuances in the analyzed 

documents. Despite these limitations, this method was 

chosen due to its speed. Experiments were conducted 

using three types of vectorizers — CountVectorizer, 

HashingVectorizer, and TfidfVectorizer - available in 

the scikit-learn library [25, 26]. 

For the creation of the initial dataset, news from 

USGS in the form of HTML documents [17] was used, 

categorized into Biology, Climate, and Energy. The 

process of creating a word vector corresponding to a 

single news item involves several stages (Fig. 2): 

1. Initial processing of the text document: At this 

stage, duplicate titles and links to similar articles are 

removed from the text files. 

2. Applying a regular expression (REGEX): This 

removes prepositions, punctuation marks, 

whitespaces, and others. 

3. Tokenizing: By applying the regular expression, 

a list of key words in the text is generated. 

4. Removing stop words: Optionally, parasitic 

connecting words with no weight in the current text 

(known as stop words) such as if, then, also, are, have, 

etc., can be removed. 

5. Applying a Vectorizer: This step provides a 

vectorized numerical representation of the word list. 

 
Figure 2. General process of creating a vectorized 

document. 

Different vectorizers use different algorithms to 

determine the significance of words, which is 

subsequently important for machine learning 

classification methods. 

2.3. Classification Methods 

The classification of vectorized documents is 

performed using the algorithms Multinomial Naive 

Bayes [27, 28] and Support Vector Machines [29] 

with varying kernels. These algorithms operate on 

word vectors and calculate the percentage ratio of 

specific expressions in the text relative to all 

expressions within it. Based on these calculations, the 

category to which the currently processed document 

belongs is determined. 

The input data for training and testing the models 

is split into a training and test dataset in a 75:25 ratio. 

The training dataset 𝑋𝑡𝑟𝑎𝑖𝑛 consists of document 

vectors and their corresponding target categories and 

can be represented as: 
𝑋𝑡𝑟𝑎𝑖𝑛 = {(𝐷𝑜𝑐𝑢𝑚𝑒𝑛𝑡𝑉𝑒𝑐𝑡𝑜𝑟𝑖 ,

𝑇𝑎𝑟𝑔𝑒𝑡𝐶𝑎𝑡𝑒𝑔𝑜𝑟𝑦𝑖)}𝑖=1
𝑛 , 𝑛 ∈ 𝑁. 

Similarly, the test dataset 𝑋𝑡𝑒𝑠𝑡 also contains 

document vectors and their corresponding real 

categories, represented as: 

𝑋𝑡𝑒𝑠𝑡 = {(𝐷𝑜𝑐𝑢𝑚𝑒𝑛𝑡𝑉𝑒𝑐𝑡𝑜𝑟𝑗 ,

𝑅𝑒𝑎𝑙𝐶𝑎𝑡𝑒𝑔𝑜𝑟𝑦𝑗)}
𝑗=1

𝑚
, 𝑚 ∈ 𝑁. 

The model 𝑀 is trained on the training dataset 

𝑋𝑡𝑟𝑎𝑖𝑛. After training, the model is applied to the 

document vectors in the test dataset to evaluate its 

performance. During testing, the model predicts a 

category for each vector in the test dataset: 
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𝑃𝑟𝑒𝑑𝑖𝑐𝑡𝑒𝑑𝐶𝑎𝑡𝑒𝑔𝑜𝑟𝑦𝑗 = 𝑀(𝐷𝑜𝑐𝑢𝑚𝑒𝑛𝑡𝑉𝑒𝑐𝑡𝑜𝑟𝑗),

𝑗 = 1, … , 𝑚. 

Various evaluation methods compare the real and 

predicted categories – 𝑅𝑒𝑎𝑙𝐶𝑎𝑡𝑒𝑔𝑜𝑟𝑦𝑗 and 

𝑃𝑟𝑒𝑑𝑖𝑐𝑡𝑒𝑑𝐶𝑎𝑡𝑒𝑔𝑜𝑟𝑦𝑗 – for each document vector and 

its original news content. 

The overall classification process includes the 

parallel training of different classification methods on 

vectorized documents (Figure 3). 

 
Figure 3. General diagram of the process for training, 

testing, and evaluating classification models. 

In the mathematical model, the total number of 

vectorized documents is denoted as a set of 𝑛 

elements, and the classifiers are denoted as a set of 𝑚 

elements: 
𝑉𝑒𝑐𝑡𝑜𝑟𝑖𝑧𝑒𝑑𝐷𝑜𝑐𝑢𝑚𝑒𝑛𝑡𝑠 =  {𝑉𝑒𝑐𝑡𝑜𝑟𝑖𝑧𝑒𝑑𝐷𝑜𝑐𝑢𝑚𝑒𝑛𝑡𝑖}𝑖=1

𝑛

𝐶𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑟𝑠 = {𝐶𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑟𝑗}
𝑗=1

𝑚
, 𝑛, 𝑚 ∈ 𝑁.  

 

The maximum number of training models, 

combining classifiers and vectorized documents, is 

𝑛 × 𝑚: 

𝑀𝑜𝑑𝑒𝑙𝑠 = {𝑀𝑘}𝑘=1
𝑝

⊆ {𝑀𝑖,𝑗}
𝑖=1,𝑗=1

𝑖=𝑛,𝑗=𝑚
, 𝑛, 𝑚, 𝑝 ∈ 𝑁. 

To identify the most effective model, all models 

can be trained in parallel, or experiments can be 

conducted with only 𝑝 selected models. Each of the 

selected models is trained and tested sequentially. 

Important steps in the process include presenting the 

performance of all models and comparing them to 

determine the model with the best results. 

2.4. Hardware and Software Tools 

The research utilized the following tools and 

systems: 

• Parallel Computer: A cluster consisting of 

four Raspberry Pi 4 nodes with quad-core 

processors and 8 GB of RAM [30], designed to 

minimize power consumption (approximately 

4x2.5 watts compared to 200–400 watts for a 

standard desktop computer) while providing 

acceptable performance. 

• Operating system Ubuntu 22 Server [31]. 

• Remote research environment Jupyter [22]. 

• Programming language Python 3 [32]. 

To accelerate computations when processing large 

datasets, IPython Interactive Computing [33] was 

employed. This setup utilizes a parallel cluster of 

Python 3 instances distributed across each node (four 

instances, one for each core). While this configuration 

was tested for performance evaluation, it was not 

deemed necessary for the specific case. However, the 

need for further exploration of this parallel system as 

a cost-effective option for 24/7 parallel text analysis 

was noted. 

The parallel computer was equipped with a 

HADOOP distributed file system [34] and the SPARK 

analytics engine [35]. These software systems will be 

utilized for data storage and analysis when the volume 

of processed information is expanded. 

3. Experiments and Results 

The training data includes a total of 177 news 

articles, collected manually and divided into a ratio of 

75% for training and 25% for testing. The news 

articles include a title, date, content, and a concluding 

section. The distribution of the news articles by 

category and group is presented in Table 2. 

Table 2. Number of articles by categories and data groups 

Category 
Total 

Articles 

Training 

Articles 

Test 

Articles 

Biology 62 47 15 

Climate 40 30 10 

Energy 75 55 20 

 

In the initial experiments, the vectorizers 

CountVectorizer, HashingVectorizer, and 

TfidfVectorizer were tested in combination with the 

algorithms Multinomial Naive Bayes and Support 

Vector Machines with a linear kernel. To extract 

meaningful words, the expression REGEX = 

ur"\b\w\w+\b" was used, which identifies whole 

words with at least two characters in the text. Based 

on the obtained results (Table 3), the following 

combinations were selected as the most suitable for 

further experiments: 
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• Multinomial Naive Bayes with 

CountVectorizer; 

• Support Vector Machines with a linear kernel 

combined with TfidfVectorizer. 

A cross-validation coefficient of 𝐾 = 6 was 

chosen to ensure balanced use of the data for training 

and testing. 

Table 3. Precision using the regular expression REGEX = 

ur"\b\w\w+\b" for different combinations of algorithms 

and vectorizers. 

Algorithm 
Count 

Vectorizer 

Hashing 

Vectorizer 

Tfidf 

Vectorizer 

MNBayes 0.712 0.441 0.621 

SVM  

(Linear Kernel) 
0.689 0.593 0.717 

 

In subsequent experiments, the REGEX: ur"\b[a-

z0-9_-.]+[a-z][a-z0-9_-.]+\b" was tested, where 

strings containing special characters such as hyphens 

(-), dots (.), digits (0-9), etc., are also considered as 

words. Additionally, frequently repeated parasitic 

words (stop words) [36] such as “and”, “is”, “are”, 

“then”, etc., were removed. The results are presented 

in Table 4. 

Based on the previous studies, experiments were 

conducted with several variants of the classifiers 

(Table 5). It is observed that the removal of stop words 

has a positive impact on the precision of the 

classifiers. 

Table 4. Precision of selected algorithms using REGEX = 

ur"\b[a-z0-9_-.]+[a-z][a-z0-9_-.]+\b" and stop words. 

Algorithm 
REGEX 

Only 

REGEX + 

Stop Words 

MNBayes + 

CountVectorizer 
0.718 0.701 

SVM (Linear Kernel) + 

TfidfVectorizer 
0.706 0.717 

Table 5. Precision of selected classifiers. 

Classifier Training Dataset Test Dataset 

CountVectorizer, 

MNBayes, REGEX, 

alpha, stop words 

0.955 0.778 

CountVectorizer, 

MNBayes 
0.955 0.800 

TfidfVectorizer, 

SVM Linear, 

REGEX, stop words 

0.947 0.756 

TfidfVectorizer, 

SVM Rbf, REGEX, 

stop words 

0.947 0.689 

TfidfVectorizer, 

SVM Linear 
0.932 0.756 

The confusion matrix for Multinomial Naive 

Bayes + CountVectorizer on the test dataset (Table 6) 

shows an accuracy of 0.80. The confusion matrix for 

SVM Linear Kernel + TfidfVectorizer on the test 

dataset (Table 7) shows an accuracy of 0.756. 

Table 6. Confusion matrix for Multinomial Naive Bayes + 

CountVectorizer on the test dataset. 

 Biology Climate Energy 

Biology 14 0 1 

Climate 2 6 2 

Energy 0 4 16 

Table 7. Confusion matrix for SVM Linear Kernel + 

TfidfVectorizer on the test dataset. 

 Biology Climate Energy 

Biology 14 0 1 

Climate 5 3 2 

Energy 1 2 17 

 

In both cases, classification errors in the Climate 

category can be attributed to the smaller amount of 

training data available for this category. 

The best classifier in the current experiments is the 

CountVectorizer + Multinomial Naive Bayes model, 

which achieved an accuracy of 0.95 on the training 

dataset and 0.80 on the test dataset. 

The evaluation metrics – Precision, Recall, and F1-

Score – for assessing the quality of the classification 

model are presented in Table 8. 

Table 8. Evaluation of the CountVectorizer + Multinomial 

Naive Bayes Classifier. 

Category Precision Recall F1-Score 

Biology 0.88 0.93 0.90 

Climate 0.60 0.60 0.60 

Energy 0.84 0.80 0.82 

4. Conclusion 

This study presents a news classification module, 

which is part of a system for predicting critical events. 

The hardware and software tools used for its 

implementation are described. Experiments were 

conducted to utilize artificial intelligence algorithms 

for classifying news into different categories. The 

most effective model, achieving 80% accuracy, was 

obtained using the combination of the Multinomial 

Naive Bayes method and the CountVectorizer. 

Improved model performance can be expected with 

larger test datasets. The use of Large Language 

Models for semantic analysis and prediction will be 

the subject of future experiments. 
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Abstract – In the context of growing threats in the digital 

space, cyber security has established itself as a critical 

component for protecting information systems. With the 

increasing reliance on digital technology and the Internet, 

the risks of cyber-attacks and unauthorized access to 

sensitive data have greatly increased. This highlights the 

need to develop advanced security mechanisms that ensure 

the overall safety of systems. Traditional security methods 

often fail to cope with the complexity of modern threats. 

Organizations are therefore exploring new technologies, 

such as blockchain and artificial intelligence, that offer 

higher levels of security. Blockchain provides innovative 

solutions that decentralize identity management and reduce 

dependence on centralized servers. This paper aims to 

present a methodology combining two blockchain 

authentication methods – MetaMask Authentication and 

Smart Contract-Based Authentication, for implementation 

and analysis, ensuring overcoming challenges in real 

applications.  

Keywords – Cybersecurity, Blockchain, Smart 

Contracts, Authentication, Decentralized Applications. 

1. Introduction 

The Internet has undergone a significant 

transformation in recent decades. What started as 

static web pages has evolved into a web of intelligent 

and immersive experiences. From the beginning of the 

1990s to today, the evolution of the web has passed 

through four stages and puts us on the threshold of the 

fifth - Web 5.0. [1]. 

Web 1.0, is called the static web. This stage is 

characterized by the appearance of static sites without 

interactive features. The information provided in them 

can only be read by users. 

Web 2.0, is called the social network. This web 

generation has been developing since the beginning of 

the 21st century. It is characterized by the emergence 

of social media and the generation of content by users 

who can interact, collaborate, or share information, 

photos, links, or videos. 

Web 3.0 is a stage of development known as the 

Semantic Web. This network brings semantic 

integration and data interoperability. It is 

characterized by the application of artificial 

intelligence and machine learning that understand and 

interpret human language. Technological 

developments contribute to the ability of websites to 

provide more personalized experiences for users. 

Web 4.0 is associated with a transition from 

physical to digital technologies. It is in the early stages 

of development. The aspiration in this stage is through 

the use of AI, big data, semantic web social 

networking sites, etc., to develop the Internet to be 

easier and more convenient to use, more efficient, and 

personalized for the user. 

Web 5.0 is under development. It is seen as a 

concept that promises to change the way we use and 

perceive the Internet. At the core of Web 5.0 are 

modern information technologies such as machine 

learning, artificial intelligence, and blockchain, which 
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introduce decentralization, increase personal data 

security, and improve Internet services' sustainability. 

This is of utmost importance in the era of digitization 

and global connectivity when cyber security has 

become critical. 

Information that is stored and transmitted in digital 

form is becoming increasingly valuable. This makes it 

a prime target for cybercrimes. Data of companies, 

government agencies, and individual users are 

constantly under threat from hackers, malware, 

phishing attacks, and other forms of cyberattacks. 

According to the FBI's latest IC3 Internet Crime 

Report, 880418 complaints were reported in 2023. [2]. 

The data shows that there has been an annual increase 

in complaints over the past five years. Despite the 

reported decline in hacker attack complaints in 2022 

compared to the previous year 2021, the results outline 

a significant increase that is forecast to continue in the 

future. At the same time, the financial losses of the 

victims are increasing annually (Fig. 1a), reaching a 

record value of 12.5 billion dollars in 2023 [3]. 
 

 
(a) 

 

 
(b) 

Figure 1. Cybercrime losses and investment:  

(a) Cybercrime losses reported in the last five years;  

(b) Cybercrime defense investment market trend, in 

trillions of dollars. 

Global cybercrime defence spending is expected to 

reach $15.63 trillion by 2029 (Fig. 1b) [4]. As digital 

assets and connectivity increase, cyber threats are also 

evolving and becoming more sophisticated. 

Traditional cybersecurity methods, such as antivirus 

programs and firewalls, are often insufficient to deal 

with modern attacks. Ransomware attacks, identity 

theft, DDoS (Distributed Denial of Service) attacks, 

and attacks against critical infrastructures are just 

some of the challenges that require new and more 

effective protection methods [5, 6]. 

That is why organizations are increasingly turning 

to new approaches such as blockchain technology and 

artificial intelligence, which offer increased security 

and resilience against attacks [4]. 

Research shows that the blockchain technology 

market size is projected to grow at a steady steady 

pace through 2034 (Fig. 2a) In the past year 2023, the 

global blockchain technology market was valued at 

USD 17.60 billion. It is expected to reach about US$ 

1,879.30 billion at a compound annual growth rate 

(CAGR) of 52.9% by 2034. [8]. 
 

 
(a) 

 

 
(b) 

Figure 2. Blockchain technology market and geographic 

regions distribution: (a) Blockchain technology market 

status and trend, in billion dollars; (b) Market share 

distribution for blockchain technologies by geographic 

regions, 2023. 
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The distribution of the blockchain technology 

market size by geographical regions shows (Fig. 2b) 

that North America has the largest share for 2023, with 

46%, followed [8] by the European market, with 28%. 

The Asia Pacific region accounts for 20% of the 

market. The last places are Latin America, with a 4% 

share, and the Middle East and Africa, with a 2% 

share. 

Blockchain technology, which is often associated 

with cryptocurrencies, has gained immense popularity 

recently. It is now widely applied outside of the 

cryptocurrency context, forming the basis for many 

applications, including those to improve 

cybersecurity. Research shows that blockchain can 

play a key role in protecting data and preventing fraud. 

A systematic review of the current research on 

blockchain technology can be found in the [9], which 

highlights the major challenges and opportunities in 

the field. 

Smart contracts are self-executing programs that 

are stored and executed on the blockchain. They 

automate and guarantee the fulfilment of contractual 

terms without the need for intermediaries. This makes 

them suitable for building applications in 

cybersecurity, where they can be used to automate 

incident response, manage identities, and provide 

decentralized authentication. 

 Smart contracts have the potential to transform 

multiple industries by increasing efficiency and 

security [10]. This is further confirmed by the 

extremely diverse applications that are being 

developed based on blockchain technology. For 

example, blockchain-based multi-factor 

authentication provides a higher level of security and 

integration with various IoT devices [11]. Multi-factor 

authentication includes additional layers of security by 

combining traditional passwords with biometrics or 

other factors, making it more difficult to compromise. 

The authentication and authorization scheme in 

mobile cloud environments uses smart contracts to 

manage access and update user rights while 

minimizing computational and communication costs 

[12]. 

Another application of blockchain technology is 

systems like Dock.io's Web3 ID, which uses 

Decentralized Identities (DIDs) and Verifiable 

Credentials (VCs) to authenticate users without 

revealing personal data. Such systems improve the 

user experience by eliminating the need for multiple 

passwords and accounts. Platforms such as uPort and 

Sovrin offer stand-alone identity solutions where users 

securely manage and share their credentials [13]. This 

concept can be seen as the future of identity 

management in the digital age. 

Blockchain-based solutions often use advanced 

cryptographic techniques, such as zero-knowledge 

proofs, which allow users to prove their claims 

without revealing actual data [10]. This increases the 

privacy and security of authentication. Crypto wallets 

such as MetaMask allow users to use their Ethereum 

accounts for authentication by signing nonce 

messages with their private keys [14]. This is a secure 

method of authentication without the need for 

passwords. 

Secure authentication can also be achieved through 

smart contracts. In his paper [15], Buterin 

demonstrates how Ethereum smart contracts offer 

automated authentication and access management 

solutions using role-based access control (RBAC). 

This provides better security and reduces the risk of 

human error. 

Blockchain technology finds application in digital 

identity management in various industries, such as 

healthcare, education, and logistics. For example, 

BurstIQ uses blockchain to manage healthcare data, 

ensuring its integrity and easy transfer between 

healthcare institutions. This approach ensures a high 

level of personal data protection and facilitates the 

exchange of information between the various 

participants in the healthcare ecosystem. 

The use of non-fungible tokens (NFTs) for 

authentication is a relatively new concept, but it is 

rapidly gaining popularity due to the advantages it 

offers in terms of security and control over personal 

data. NFTs are unique digital assets that use 

blockchain technology to verify their authenticity and 

ownership. NFTs are used to verify ownership and 

access to exclusive digital resources and services [16]. 

In the literature [17-19], some authors propose 

different models that use NFTs as unique identifiers 

for users. A comprehensive review dedicated to NFT 

can be found in the article [20]. 

The literature review shows that blockchain offers 

a range of innovative authentication solutions that can 

improve the security and efficiency of various 

systems. By integrating these technologies, 

organizations can achieve better data protection and 

more secure identification processes. Among the main 

challenges are complexity and cost, especially for 

smaller organizations. This shortcoming applies to all 

the scientific publications cited above. The authors of 

this article sincerely believe that the root of these 

problems is the lack of understanding and, therefore, 

the limited use of blockchain technology, which is 

primarily associated with cryptocurrencies. Therefore, 

the main purpose of this article is to provide basic 

information about blockchain technology and smart 

contracts, as well as to demonstrate the step-by-step 

creation of simple authentication applications called 

MetaMask Authentication and Smart Contract-Based 

Authentication. 
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2. Blockchain Technology and Smart Contracts 

Blockchain is a decentralized and distributed 

digital ledger that securely and transparently records 

transactions across multiple computers. A detailed 

overview of the architecture, consensus mechanisms, 

and future trends in blockchain technology is provided 

by Zheng et al. [21]. Each transaction is recorded in a 

block that is linked to the previous block by a 

cryptographic hash, forming a chain of blocks 

(blockchain) [22]. The key characteristics of 

blockchain are decentralization, transparency, and 

immutability. De-centralization refers to the fact that 

blockchain operates without a central authority, with 

data stored and managed by a network of participants 

(nodes), eliminating single points of failure and 

increasing security [23]. Each network participant has 

access to the entire transaction ledger, which provides 

a high degree of transparency [24]. Once recorded, the 

data in the blockchain cannot be changed or deleted 

without compromising the integrity of all subsequent 

blocks, ensuring their security and reliability [25]. 

There are several types of blockchain networks – 

public, private, and consortium. 

• Public blockchain is open to anyone who wants 

to join and participate in the network, like 

Bitcoin and Ethereum [23]; 

• A private blockchain is controlled by a single 

organization that determines who can access 

and participate in the network and is often used 

in corporate environments [24]; 

• Consortium blockchain is a hybrid model 

where management is performed by a group of 

organizations, providing partial 

decentralization and increased security [25]. 

Blockchain applications are software solutions that 

use decentralized and secure blockchain technology to 

manage, store, and exchange data. These applications 

take advantage of blockchain features, including 

transparency, immutability, decentralization, and high 

security, to provide innovative solutions across 

industries and fields. Currently, blockchain 

applications have been developed in various fields of 

human life, such as voting and e-governance (Voatz, 

Follow My Vote), healthcare (Medicalchain, 

BurstIQ), food industry in supply chain management 

(VeChain, IBM Food Trust), digital identity 

management (Civic, uPort, Sovrin), real estate sales 

(Propy, RealT), entertainment and media by providing 

copyright management and direct payments to content 

creators (Audius, Mycelia), transaction finance with 

cryptocurrency, international transfers, and asset 

management (Bitcoin, Ethereum, Ripple), etc. 

3. The Process of Creating Blockchain 

Applications 

Regardless of the area in which the blockchain 

application will be used, its creation goes through the 

stages shown in Fig. 3. 

In the first stage of developing a blockchain 

application, the main needs and problems that the 

application must address are identified. This may 

include specific business needs, user requirements, or 

technical challenges. Market research is also 

conducted to determine the competitive landscape and 

identify existing solutions and their limitations. The 

target users of the application are identified and how 

their needs can be met through blockchain technology 

is assessed. It is essential to define success metrics that 

will be used to measure the performance of the 

application after its implementation. 

 

 
 
Figure 3. Stages of Blockchain Application Development. 

The second stage focuses on choosing an 

appropriate blockchain platform. Choosing the right 

blockchain platform is a critical stage that can 

significantly affect the success of the project. This 

choice should be based on the specific requirements 

and goals of the application. Key factors to consider 

include performance (scalability, transaction speed, 

and network capacity), security, presence of an active 

developer community, and compatibility with 

required tools and protocols. Scalability refers to the 

platform's ability to handle an increasing volume of 

transactions. Transaction speed, which is the time it 

takes to process transactions, is a key factor for user-

centric applications. Network capacity is the total 
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number of transactions the network can process per 

second (TPS). Security measures of the blockchain 

platform refer to its protection against vulnerabilities 

and attacks and the type of consensus algorithms 

(Proof of Work, Proof of Stake, etc.) that affect the 

level of security and efficiency. The requirement for 

an active developer community ensures that there are 

more resources, tools and libraries, documentation, 

and support materials available to developers that can 

make the development process easier and faster. 

Compatibility is primarily related to the platform's 

ability to integrate with existing systems and 

technologies, as well as the required protocols and 

standards for the application. 

In the second stage, a blockchain platform is 

selected. Some of the most popular blockchain 

platforms are: 

• Ethereum is a public, open platform that allows 

developers to create and execute smart 

contracts without the involvement of third 

parties. It is known for its ability to support 

smart contracts and decentralized applications 

(dApps). Ethereum has the largest developer 

community and broad support, which means 

more resources and educational materials are 

available (Ethereum White Paper). The 

platform offers numerous development tools 

and libraries that can speed up the development 

process (Cointelegraph). However, Ethereum 

requires payments to make transactions and 

execute smart contracts through fees known as 

“gas”. These fees are paid in ether (ETH), the 

platform's cryptocurrency. Gas is needed to 

offset the computing resources used by the 

network to validate and execute transactions 

and smart contracts; 

• Hyperledger Fabric is a private blockchain 

project supported by the Linux Foundation 

designed for enterprise solutions. It offers a 

modular architecture that allows various 

components, such as consensus and 

membership, to be plug-in systems. It is 

suitable for applications requiring high 

confidentiality and data control; 

• EOS.IO is a blockchain platform that focuses 

on performance and scalability. It uses a 

Delegated Proof of Stake (DPoS) consensus 

algorithm that enables high transaction speeds. 

This platform can process thousands of 

transactions per second and is suitable for large 

decentralized applications; 

• Binance Smart Chain (BSC) is a blockchain 

platform created by the Binance crypto-

currency exchange. It is compatible with 

Ethereum, allowing easy migration of dApps 

from Ethereum to BSC. It supports smart 

contracts and decentralized applications and 

offers lower transaction fees compared to 

Ethereum; 

• Cardano is a blockchain platform developed 

with a scientific approach and partnerships 

with academic institutions, focusing on 

research and evidence. It uses the Ouroboros 

consensus algorithm, which is a proof-of-stake 

(PoS) system. The platform was built with an 

emphasis on security and scalability 

• Polkadot is a blockchain platform that allows 

different blockchain chains to interact and 

exchange information with each other. It uses 

a system of parallel chains called parachains. It 

supports multiple parachains, which improves 

performance and scalability. 

When developing blockchain applications (e.g. on 

the Ethereum platform), costs can be reduced by using 

testnets. They allow free development and testing of 

smart contracts using test ether that has no real value. 

Test ether can be obtained from so-called faucets that 

distribute free test coins. Rinkeby, Ropsten, Kovan, 

and Goerli are some of the better-known test 

networks. 

It is also possible to use local blockchain or layer 2 

solutions, which are important components for 

developing and optimizing blockchain applications. 

They provide opportunities to improve performance, 

reduce costs, and test applications in a more con-

trolled environment. Some popular native blockchains 

include Ganache, which allows developers to simulate 

a blockchain network on their computer and is suitable 

for testing and developing Ethereum smart contracts; 

Hardhat, which is an Ethereum development 

environment that includes a built-in local blockchain 

for testing and is suitable for testing complex smart 

contracts and integrations in decentralized 

applications; Hyperledger Fabric Local Network, 

which is a local blockchain network for enterprise 

solutions; and Parity Substrate, a modular framework 

for building custom blockchains. Among the better-

known Tier 2 solutions are Polygon, which provides 

scalable and low-cost transactions for Ethereum and is 

suitable for applications requiring high transaction 

throughputs, such as games and decentralized finance 

(DeFi) platforms; Arbitrum, which is used in DeFi 

platforms and applications requiring fast data 

processing, as it allows the use of optimistic 

aggregations to improve scalability; and Optimism, 

which is suitable for applications that want to reduce 

transaction fees and improve the user experience. 

The third stage of developing a blockchain 

application is dedicated to designing its architecture. 

This includes defining the structure of the application, 

including the front and back ends, the user interface 

design, and determining how the blockchain 
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components will interact with other parts of the 

system. It is also necessary to define smart contracts, 

i.e., to develop their logic and determine what 

functions they will perform and how they will interact 

with the blockchain. 

During the fourth stage, application components 

are created and integrated using appropriate 

technologies and programming languages. Functional 

testing is conducted followed by stress testing to 

ensure that the system can handle workloads, 

performance analysis, and user testing. The most 

commonly used programming languages for the 

development of blockchain applications are listed in 

Table 1. 

Table 1. The most commonly used programming 

languages for the development of blockchain applications. 

Programming 

language 
Description 

Solidity 

Used for programming when creating 

blockchain applications and writing smart 

contracts in Ethereum. It has a JavaScript-

like syntax and is specifically de-signed to 

run on the Ethereum Virtual Machine 

(EVM). It supports inheritance, libraries, 

and user-defined complex types, and has a 

large developer community 

Vyper 

Alternative to Solidity. It has a stricter and 

simpler syntax compared to Solidity, 

which makes it more secure and reduces 

the risk of vulnerabilities. It also has fewer 

features but is easier to audit 

Rust 

Systems programming language known 

for its speed and security. It is widely used 

to develop smart contracts on platforms 

such as Solana and Polkadot 

Golang (Go) 

Golang is a powerful and efficient 

language used to write smart contracts and 

modules in Hyperledger Fabric 

JavaScript/ 

TypeScript 

Widely used to create a front-end for 

decentralized applications. Their main 

advantages include a huge ecosystem of 

libraries and tools for building user 

interfaces, as well as easy integration with 

blockchain through libraries such as 

Web3.js and Ethers.js 

Python 

Multipurpose language used for 

automation, data analysis and blockchain 

prototyping. It is easy to learn and use, 

with powerful support for blockchain 

integration libraries. Its main applications 

are related to blockchain application 

prototyping, blockchain data analysis and 

automation 

 

When developing blockchain applications, some of 

the most commonly used tools and libraries are Truffle 

Suite, Hardhat, Web3.js, Ethers.js, and Brownie 

(Table 2). 
 

Table 2. The most commonly used tools and libraries for 

the development of blockchain applications. 

Tool/ 

library 
Description 

Truffle 

Suite 

Complete framework for developing Ethereum 

applications, including tools for compiling, 

deploying, and testing smart contracts. Its main 

components are the Ganache platform and 

Drizzle - a state management library for dApps 

Hardhat 

Hardhat, as mentioned earlier, is a professional 

Ethereum development environment offering 

powerful tools for debugging and testing smart 

contracts 

Web3.js 

JavaScript library that enables interaction with 

the Ethereum blockchain from front-end 

applications. It is used to perform transactions, 

read data from the blockchain, and interact with 

smart contracts, allowing easy integration with 

dApps 

Ethers.js 

Lightweight library for interacting with 

Ethereum, known for its simplicity and 

powerful features. It provides tools for creating 

wallets, managing transactions, and interacting 

with smart contracts 

Brownie 

Python-based framework for developing and 

testing Ethereum smart contracts. Supports 

automated testing and deployment 

management. It is used to develop and test 

Ethereum smart contracts using Python 
 

In the final fifth stage, the completed blockchain 

application is deployed on the chosen blockchain 

platform with the necessary configurations. 

Application performance monitoring is done to 

promptly detect and resolve any issues. It is 

recommended to offer updates and improvements to 

the blockchain application, as well as provide support 

to users in case of questions or problems. 

4. Blockchain Authentication 

4.1. Crypto wallet-based authentication 

Crypto wallets are digital tools that allow users to 

store, manage, and transact with cryptocurrencies. 

They provide an interface for accessing blockchain 

networks while ensuring the security of private keys 

necessary for signing transactions. Crypto wallets can 

be categorized into two main types: "hot wallets" and 

"cold wallets," depending on whether they are 

connected to the internet. 

Hot wallets are connected to the internet, offering 

easier access and convenience for daily transactions. 

Examples of such wallets include MetaMask, Trust 

Wallet, and Coin-base Wallet. These wallets are 

popular due to their ease of use and integration with 

decentralized applications, particularly within the 

Ethereum ecosystem. 

Cold wallets, on the other hand, are not connected 

to the internet and offer a higher level of security, 
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reducing the risk of hacking attacks. They are 

preferred for storing larger amounts of cryptocurrency 

over the long term. Popular examples of cold wallets 

include Ledger Nano S and Trezor. These hardware 

devices store private keys offline, providing an 

additional layer of protection against cyber-attacks. 

The use of crypto wallets is essential for securing 

cryptocurrencies and managing digital assets. 

According to research by Satoshi Nakamoto, the 

creator of Bitcoin, crypto wallets play a crucial role in 

decentralized security by providing control over 

private keys and eliminating the need for trust in third 

parties [22]. 

For the created example, the MetaMask crypto 

wallet was selected due to its wide-spread use and ease 

of integration with dApps. 

MetaMaks is a tool for interacting with 

decentralized applications on blockchain networks 

such as Ethereum. It provides a simple interface for 

managing Ethereum ac-counts, sending and receiving 

cryptocurrencies, and signing transactions and 

messages directly from the browser. MetaMask 

operates as a browser extension, allowing users to 

interact with the blockchain without the need to install 

full nodes or specialized software. A full node refers 

to a computer that fully validates transactions and 

blocks in the block-chain. Currently, MetaMask is 

compatible with some of the most popular browsers, 

including Google Chrome, Mozilla Firefox, Brave, 

Microsoft Edge, and others. It should be noted that 

automatic installation of MetaMask as a browser 

extension is not possible due to security and privacy 

concerns. Browsers do not allow websites or scripts to 

install ex-tensions automatically without the user's 

consent. 

Once MetaMask is installed, it needs to be 

configured. This involves creating a new account or 

importing an existing one. Creating a new account 

requires setting a strong password, as well as a 12-

word secret phrase that serves as a backup for account 

recovery. In case of loss of access to MetaMask or 

your computer, the wallet can be restored using this 

phrase. After the secret phrase is confirmed, the setup 

process is complete, and the wallet becomes ready for 

use. This includes receiving and sending 

cryptocurrencies, signing transactions, and interacting 

with decentralized applications. 

To demonstrate the integration process, a standard 

login form was created, similar to those used by most 

websites or web-based information systems. This 

example form is depicted in Fig. 4a. 

The HTML code behind the login form is shown in 

Fig. 4b. The JavaScript function checks if MetaMask 

is installed and requests permission to access the user's 

MetaMask account, which can then be used to log in 

to the system. 

Clicking on the "Login" and "Login with 

MetaMask" buttons initiates two distinct processes, as 

they use different methods for user authentication. 

When clicking the "Login" button, the user enters 

their username and password into the corresponding 

fields and submits the form to the server for 

processing. Basic client-side validations, such as 

checking for empty fields or minimum password 

length, may be performed. Once the form passes all 

client-side validations, the data (username and 

password) is sent to the server via an HTTP POST 

request. 
 

 
(a) 

 

 
(b) 

Figure 4. Standard login form and basic HTML code for a 

MetaMask integration and authentication options:  

(a) Standard login form with MetaMask integration;  

(b) Basic HTML code for a login form with standard and 

MetaMask authentication options. 



CSIR Journal – Volume 1 / Number 2 / 2024 

 

32 

 

The server first checks whether the username exists 

in the database. If the username exists, the server then 

verifies whether the entered password matches the 

hashed pass-word stored in the database. If both the 

username and password are valid, the server creates a 

session for the user and redirects them to the secure 

area of the website. 

The user is provided with a session identifier 

(session ID), which is used for identification in 

subsequent requests to the server. If the username and 

password are correct, the user will be able to log into 

the system and gain access to protected resources. If 

an error occurs (e.g., incorrect password or non-

existent username), the user will see an error message.  

When clicking the "Login with MetaMask" button, 

a JavaScript function is triggered, which checks 

whether MetaMask is installed and available in the 

browser. The JavaScript code verifies whether 

window. ethereum is defined in the browser, 

indicating the presence of MetaMask. If MetaMask is 

not available, the user is prompted to install 

MetaMask. If MetaMask is available, the browser 

sends a request for account access using Ethereum. 

request({ method: 'eth_requestAccounts' }). 

MetaMask then displays a pop-up window where the 

user must confirm or deny access to their Ethereum 

account. If the user grants access, MetaMask returns a 

list of Ethereum account addresses associated with the 

application. Typically, the first account in the list is 

the user's primary address, which will be used for 

authentication. The application may send a message to 

the user for signing with their private key stored in 

MetaMask. This signature serves as proof of 

ownership of the account. The signed message is sent 

back to the server, where it is verified whether the 

signature corresponds to the account address (this step 

of the process is optional). 

To validate the signature generated by the user via 

MetaMask, the server must utilize appropriate 

cryptographic libraries that allow verification of the 

signature's authenticity against the sent message and 

the user's public key. The validation process involves 

sever-al key steps.  

First, the server receives the signature, the user's 

address, and the original message that was signed.  

Second, then, using a cryptographic library such as 

Ethereum-util in Node.js, the server extracts the public 

key from the signature. With this key, the server can 

verify whether the signature was created by the private 

key associated with the address provided by the user. 

If the signature is valid, the server can confidently 

assume that the user who presented the signature 

indeed owns the corresponding Ethereum account.  

Third, the server then creates a session for the user 

and redirects them to the secure area of the website. If 

the authentication process is successful, the user will 

be logged into the system without the need to enter a 

username and password, providing a more secure 

method of authentication. If there is an error during the 

connection process or if the user denies access to 

MetaMask, the process is terminated, and the user 

remains unauthenticated. 

During the authentication process via MetaMask, 

various errors may occur, which must be properly 

handled to ensure the system's reliability and a good 

user experience. One of the most common errors is the 

user's refusal to grant access to their cryptographic key 

or to sign the message. In this case, the browser or the 

MetaMask extension itself generates an exception that 

must be caught by the application. Upon catching such 

an exception, the server or the client-side application 

may provide an appropriate error message to the user, 

explaining why the authentication cannot proceed. For 

instance, a message such as "Authentication was 

denied. Please try again and provide the necessary 

permissions." may inform the user of the actions they 

need to take. Additionally, the system should be 

prepared to handle other potential errors, such as 

network issues, browser incompatibility, or failures in 

sending data to the server, with all these situations 

being addressed through appropriate recovery 

mechanisms or error messages. 

4.2. Smart Contract-Based Authentication 

Reliable authentication can also be implemented 

using smart contracts. These are automated, self-

executing programs that exist within a blockchain 

network and are triggered when predefined conditions 

are met. They are designed to facilitate, execute, and 

ensure trust in contractual agreements without the 

need for intermediaries. Authentication based on 

smart contracts provides a reliable and secure method 

for managing user identities and access control in a 

decentralized environment. These contracts contain 

the logic necessary for authenticating entities, 

ensuring that only authorized users have access to 

specific resources. 

For this paper, a Smart Contract-Based 

Authentication application was developed, and its 

working diagram is presented in Fig. 5a. The 

authentication process is initiated by the user, who 

connects to a web application containing a login form. 

This application may be part of a decentralized 

application or an information system using blockchain 

technology for managing user identities. 

Simultaneously, the user must have a crypto wallet. 

For this specific application, MetaMask, a popular 

browser extension, was used. When attempting to log 

in, the web application establishes a connection with 

the crypto wallet through a library such as Web3.js or 

Ethers.js (in this case, Web3.js was used). The crypto 

wallet manages the user's cryptographic keys and 
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provides secure access to their crypto accounts. The 

user enters their password to unlock access to their 

account.  
 

 
(a) 

 

 
(b) 

Figure 5. Smart Contract for Decentralized Applications 

working diagram and pseudocode: (a) Workflow of Smart 

Contract-Based Authentication; (b) Pseudocode of the 

Authentication Smart Contract for Decentralized 

Applications. 

During the authentication process via MetaMask, 

various errors may occur, which must be properly 

handled to ensure the system's reliability and a good 

user experience. One of the most common errors is the 

user's refusal to grant access to their cryptographic key 

or to sign the message. In this case, the browser or the 

MetaMask extension itself generates an exception that 

must be caught by the application. Upon catching such 

an exception, the server or the client-side application 

may provide an appropriate error message to the user, 

explaining why the authentication cannot proceed. For 

instance, a message such as "Authentication was 

denied. Please try again and provide the necessary 

permissions." may inform the user of the actions they 

need to take. Additionally, the system should be 

prepared to handle other potential errors, such as 

network issues, browser incompatibility, or failures in 

sending data to the server, with all these situations 

being addressed through appropriate recovery 

mechanisms or error messages. 

Once the user is authenticated in the crypto wallet, 

the Web3.js library acts as an in-termediary between 

the web application and the blockchain network. It 

sends a request to the crypto wallet containing the 

necessary information for authentication. The crypto 

wallet receives the request and presents the user with 

details about the transaction or message that needs to 

be signed. The user can confirm or reject the signing 

request. If the user confirms, the crypto wallet uses the 

user's private key to sign the data, which serves as 

proof of their identity and authorization to perform the 

requested action. 

The signed data is returned to the library, which 

then forwards it to the node provider. The node 

provider (for example Infura, Alchemy, QuickNode, 

etc.) provides access to the blockchain network and 

sends the signed transaction to the relevant blockchain 

node for processing. When the signed transaction 

reaches the blockchain network, it is processed and 

passed to the smart contract deployed on the 

blockchain. The smart contract verifies the signature 

to ensure its validity and that it was executed by an 

authorized user. If the signature is valid, the smart 

contract executes the prescribed actions, such as 

granting access to protected resources or completing 

the transaction. 

After the smart contract completes the requested 

action, the result is returned along the same path—

from the blockchain network, through the node 

provider, to the Web3.js or Ethers.js library, and 

finally to the web application in the browser. The web 

application informs the user of successful 

authentication and grants access to the corresponding 

resources or services. This process demonstrates the 

interaction between the user, the crypto wallet, the 

blockchain interaction library, the node provider, and 

the smart contract, all of which play a key role in 

ensuring the security and efficiency of the system. 

One of the critical stages is the development and 

deployment of the smart contract—the most crucial 

part of this type of cybersecurity application. The 

contracts are programmed, most commonly in 

Solidity. For this example, a smart contract in Solidity 

was also developed, and its pseudocode is presented 



CSIR Journal – Volume 1 / Number 2 / 2024 

 

34 

 

below (Fig. 5b). The smart contract for authentication 

functions as a basic system for registering and 

authenticating users within a blockchain environment. 

Its primary task is to provide a secure method for 

access management using decentralized 

infrastructure. 

When executed, users have the option to register 

their Ethereum addresses directly on the blockchain 

via the registration() function. This function checks 

whether a given address is already registered. If the 

address is not found in the registry, it is added, and the 

user receives a confirmation of successful registration. 

In cases where the address already exists in the 

system, the function informs the user that they are 

already registered. 

In addition to registration, the smart contract offers 

an isAuthenticated() function for verifying user 

authenticity. This function allows the application to 

check whether a given address is registered, returning 

a result that verifies the user's status. This way, the 

system can determine whether a user has the right to 

access certain resources or services within the 

decentralized application. 

The smart contract may also contain a constructor() 

function, which is optional. It is executed only once—

at the moment the contract is created—and cannot be 

called again thereafter. It is most commonly used for 

initializing variables but can also be used to set the 

address of the owner or administrator of the contract, 

define certain trusted addresses such as those of 

counterparties or other smart contracts with which the 

current contract will interact, automatically distribute 

a certain number of tokens to different addresses upon 

contract deployment, and more. If there are no specific 

tasks that need to be performed during contract 

deployment, the constructor() function can be omitted. 

Lastly, while some node providers offer paid 

services, Ganache is used as a development tool in this 

study. Ganache allows developers to create a local 

blockchain network for developing and testing smart 

contracts and decentralized applications. 

4.3. Comparative Analysis of Authentication 

Security 

The comparison of authentication security between 

crypto wallets, particularly MetaMask, and smart 

contracts reveals different aspects of protection that 

are crucial for the reliability of blockchain-based 

systems. MetaMask, as a crypto wallet and browser 

extension, provides users with a convenient and secure 

way to manage their cryptographic keys and sign 

transactions directly from the browser. A key aspect 

of MetaMask’s security is the local storage of keys on 

the user’s device, which reduces the risk of centralized 

attacks. The user’s involvement in approving each 

transaction adds a layer of protection, as every action 

requires explicit user consent. However, the security 

of Meta-Mask is directly linked to the security of the 

device on which it is installed, which may be 

vulnerable to physical or software attacks. 

On the other hand, smart contracts offer a 

significantly different approach to authentication 

security. Smart contracts are automated, self-

executing programs that operate within blockchain 

networks and provide decentralized management of 

identities and access. One of the primary advantages 

of smart contracts is their immutability after 

deployment, ensuring that once the rules and logic are 

recorded, they cannot be altered or manipulated. The 

cryptographic security of smart contracts provides 

reliable protection against data forgery, using proven 

algorithms for verifying digital signatures and 

identities. However, smart contracts are not immune 

to vulnerabilities; they can be exposed to specific risks 

such as re-entrancy attacks and logical errors, which 

can be exploited if the contract is not properly tested 

and audited. 

In terms of authentication reliability, MetaMask 

offers a high level of security based on the local 

storage of keys and the need for user participation. 

This makes it a suitable solution for scenarios where 

user flexibility and control are necessary. However, 

Meta-Mask relies on the security of the device, which 

can be a vulnerability in certain contexts. Smart 

contracts, on the other hand, provide strong protection 

through decentralization and automation, making 

them highly suitable for systems requiring 

immutability and minimization of human involvement 

in the authentication process. Nevertheless, the 

security of smart contracts is directly tied to the quality 

of their code and development practices. Errors in the 

code can lead to serious vulnerabilities, requiring 

careful testing and auditing before deployment. 

It can be said that the MetaMask wallet is more 

suitable for situations requiring active user 

involvement and flexibility, while smart contracts 

offer greater security and automation in decentralized 

applications. It is important to note that the security of 

these technologies depends not only on their built-in 

mechanisms but also on their proper implementation 

and maintenance in a real-world environment. 

The security of smart contracts is critical to the 

reliability of blockchain-based authentication 

systems. Although smart contracts offer powerful 

possibilities for automation and decentralized 

management, they are also exposed to specific 

vulnerabilities that can be exploited if not properly 

addressed. One of the most well-known vulnerabilities 

is the re-entrancy attack, in which a malicious contract 

can re-invoke the original contract's function before 

the initial transaction is completed. This can allow the 

attacker to bypass identity verification logic, 
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potentially leading to unauthorized access to resources 

or the execution of unauthorized actions. For example, 

if a contract includes an authentication function that 

checks whether a user is authorized and then performs 

an action such as granting access or completing a 

transaction, a re-entrancy attack could allow multiple 

invocations of this function before the initial operation 

is completed. This can disrupt the authentication 

process and compromise system security. 

To protect smart contracts from such attacks, it is 

essential to follow best practices in development and 

deployment. An effective strategy is to ensure that the 

contract’s state is updated before making external 

calls or sending funds. This means that the 

authentication check should be completed before 

performing any action that could trigger an external 

call. Using modifiers like nonReentrant can also help 

prevent re-invocation of the function until the current 

transaction is fully completed. This ensures that even 

if an attempt is made to re-invoke, the contract will not 

execute the function again and bypass security checks. 

Limiting the authentication logic to a single 

transaction, without relying on interactions with other 

contracts, can also reduce the risk of re-entrancy 

attacks.  

If possible, the authentication logic should be kept 

simple, avoiding any interaction with external 

contracts that could be exploited. 

Re-entrancy attacks pose a threat to the security of 

smart contracts, but with proper design and the 

application of best practices, their risk can be 

significantly reduced. In the context of authentication, 

protection against these attacks is crucial to ensuring 

the safety and reliability of decentralized systems. 

5. Conclusion 

This paper examined the security of authentication 

in the context of blockchain technologies, comparing 

crypto wallets like MetaMask with smart contracts. 

The study demonstrated that both approaches offer 

significant advantages in terms of decentralization, 

cryptographic protection, and reducing reliance on 

centralized intermediaries. However, each has specific 

challenges and vulnerabilities that must be carefully 

considered when selecting the appropriate technology 

for a given application. 

One of the main conclusions from the analysis is 

that the choice between MetaMask and smart 

contracts depends on the context and specific 

requirements of the system. MetaMask provides a 

high degree of flexibility and user control, which is 

particularly useful in cases where user involvement is 

crucial. On the other hand, smart contracts offer strong 

protection through immutability and automation, 

making them highly suitable for systems requiring 

reliable and decentralized authentication. 

Future research in this area should focus on a 

deeper analysis of vulnerabilities associated with the 

use of smart contracts, as well as the development of 

new techniques to mitigate these risks. Specifically, 

attention should be given to the integration of multi-

factor authentication and the application of artificial 

intelligence to enhance the security and adaptability of 

these systems. Additionally, exploring the 

possibilities for standardizing smart contracts and 

cryptographic protocols used for authentication will 

be important to facilitate their implementation in real-

world applications. 

In conclusion, the findings highlight the 

importance of blockchain technologies in the 

advancement of modern cybersecurity. They offer 

new opportunities for creating decentralized, secure, 

and reliable systems for identity and access 

management. However, the successful 

implementation of these technologies requires a 

thorough understanding of their advantages and 

limitations, as well as the application of best practices 

in development, testing, and security auditing. While 

this study represents only an initial step in the process 

of integrating blockchain into the field of 

cybersecurity, the results demonstrate the potential of 

this approach to significantly contribute to the 

development of secure and reliable identity and access 

management systems. 
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